APPS Users’ Guide—Industry Chapter 4

Making a Secure Connection

Making a Secure Connection

4.1 Accessing the SYSTEM........cooiiiiiiiie e 4-3
4.2 EXItING the SYStEM ..o 4-9
4.3 YOUF PASSWOIT.....ccviiiiiiieiiieiiie ettt 4-9

4.3.1 Resetting Your PasSWOrd ...........ccovveeeiiieeeiiieeesciee e e 4-9
4.3.2 Password EXPIration ...........ccccceeiviiieeiiiie e 4-13

July 2010 FINAL 41



APPS Users’ Guide—Industry

Chapter 4
Making a Secure Connection

Revision Sheet

Revision Date Revision Description
No.
July 2010 FINAL 4-2




APPS Users’ Guide—Industry Chapter 4
Making a Secure Connection

4.0 Making a Secure Connection

To make a secure connection to HUD’s secure systems, you must log in with your
User ID and password. Because the password is case-sensitive, it must be entered exactly
as you requested it on the online registration application. For example, a password
entered in lowercase letters during registration must always be entered in lowercase

letters upon login to successfully log in to secure systems.
4.1 Accessing the System

There are two methods of accessing APPS:

Method 1

1. Type https://hudapps.hud.gov/HUD_Systems into the Address of your web
browser. Press the Enter key.

2. A Security Alert will display (This window may or may not display based on your

browser setting.) Click [

Security Alert ﬁ

riﬁ Y'ou are about b view pages over a secure connection,
S

Ay information you exchange with thiz zite cannot be
viewed by anyone elze on the Web.

[ In the future, do not show thiz warning

| 0. H Mare Info I

3. The Connect to hudapps.hud.gov login box will display.
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Connect to hudapps hud.goy

- —

User name: Iﬁ M11125 _‘]

Password: | ssscsce

I~ Remember my password

4. Enter your User ID and Password. Click |

5. The Secure Systems screen will display.
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Last Modified: Septeamber 11, 2000

Figure -4-1: Secure Systems Screen

6. Click the link Active Partners Performance System. The APPS Home Page will

display.
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HUD Home

HUD LOPs

User ID:
MX XXX

Online Help
Glossary

Method 2

Active Partners Performance System

APPS Home Page

Submission Processing:
“iew by Submissions In Frocess

Participant Processing:

Reports:

FPublic reporting burden for this collection of information is estimated to average 30 minutes per
response, ncluding the time for reviewing instractions, searching existing data sources,
gathering, and maintaining the data needed, and submitting the information. This information is
required to obtain benefits and is mandatory, HUD may not collect this information, and o are
not required to complete this form, unless it displays a currently valid OME conteol mumber.

The regulations at 24 CFR Seetion 200210 to 200,245 authorizes the U3, Department of Housing
atid Uthan Development (HUDN to request information from all principals applying to patticipate
ity mdtifamily housing programs. The information will enable HUD to evaluate whether of not
principal participants will honor their legal, financial, and contractual obligations and determine if
they pose an unsatisfactory underwriting risk.

Figure -4-2: APPS Home Page Screen

1. From the APPS web page, click the link Secure Systems Login.
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Figure -4-3: APPS login page Screen

2. A Security Alert will display (This window may or may not display based on your

Security Alert

r'o Y'ou are about to view pages over a secure connection,
]

Arwy information you exchange with thiz zite cannot be
viewed by anyone else on the YWeb.

[ 11n the future, do not zhow this warning

x|

[ Ok ” are Infa ]

3. The Connect to hudapps.hud.gov login box will display
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User name: IQ M11125 L]

Password: [esoscee

™ Remember my password

QK Cancel

4. Enter your User ID and Password. Click |

5. The APPS Home Page will display.

Active Partners Performance System

APPS Home Page

Submission Processing:
View My Submissions In Process

Participant Processing:
Housing

HUD Home

Reports:

HUD 3
S

Public reporting burden for this collection of information is estinated to average 30 minutes per
response, including the time for reviewing instructions, searching existing data sources,
gathering, and maintaining the data needed, and submitting the information. This information is
User 1D: required to obtain benefits and is mandatory. HUD may not collect this information, and you are
MEX XXX not recuired to complete this form, woless it displays a cutrently valid OME control aombet.

contacts

Online Help The regulations at 24 CFR Bection 200210 to 200 245 authotizes the .3, Depattment of Housing
Glossary atnd Urbran Deselopment (HUDD to request information from all principals applying to patticipate
ity mudtifamily howsitng programs. The information will enable HUD to evaluate whether or not
priticipal patticipants will honor their legal, finaneial, and contractual obligations and determine if
they poge an unsatisfactorny underwriting risk,

Figure 4-4: Apps Home Page
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NOTE: To return to the APPS Home Page from any screen within APPS, simply click

f
the button from the Navigation pane on the left.

4.2 Exiting the System

You can exit and return to the Secure Systems screen at any time. Because it is a secure
system containing sensitive information, you should always exit the system when leaving
the computer to ensure that data security is maintained.

To exit the Secure Systems Web page:

1. Save any changes on a screen using the appropriate buttons.

2. Click on the Close = control icon in the top right corner of the screen. The
application closes and the desktop displays.

4.3 Your Password

On the Secure Systems page, under System Administration, the Password Change option
allows Users and Coordinators to change their own passwords.

25 NOTE: Unlike User IDs, User passwords are not accessible to Coordinators.

4.3.1 Resetting your password

1. From the Secure Systems screen, click on the PASSWORDRESET hutton. The Reset
Password screen displays:

July 2010 FINAL 4.9



APPS Users’ Guide—Industry Chapter 4
Making a Secure Connection

gl Seenre Systems =«
i

UE. Dept. of Housing

and Urhan Development RESET PASSWORD
*Please note that all of the following fields are required.

User ID I

First Name I

*I

Last Name I
Social Security Number I_- l_- I

Mother's Maiden Name I

Reset Password |

P

N f I
L Back to Top
Home

Last Modified: Soragust 16, 2001

Figure 4-5: Reset Password Screen

Change Password

Flease enter a new Password
User ID M11125

Old Password: Il
New Password: I
Retype New Password: I ﬂl
{@ack ]

4-6: Change Password Screen

2. Enter your old password as indicated by the appropriate field.

3. Enter your new password as indicated by the appropriate field.
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4. Retype the new password to verify it.

5. Click onthe button. The old password is changed to the new password and the
Secure Systems screen displays.

gl Seenre Systems -
"Ml

US. Drept. of Honsing

and Urban Development SySfenw

FPhysical Assessment Subsystem (PASE)
Active Partners Performance System (APPS)
Tenant Assessment Subsystem (TASS)

Physical Inspechions

System Administration - Guide

User Group Mamntenance

User ID Maintenance

Property Aszsionment hamtenance

Participant Assigimment Maintenance

Busmess Partners Mamtenance

Assistance Contract Assigiment Maintenance

Password Change

Figure -4-7: Secure Systems Screen
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Last Modified: Septeamber 11, 2000

Figure -4-8: Secure Systems Screen

25 NOTE: The password change is not instantaneous; it may take up to 15 to 30
minutes to take effect. Your old password is valid until the new password takes
effect.
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4.3.2 Password Expiration

User passwords expire every 21 calendar days. The system automatically
prompts you to change your password. You must remember how you saved your new

password (i.e., uppercase or lowercase).

If you have gone beyond the 21 calendar days, you will not be able to reset your
password. Password resets can only be performed by Secure Systems Helpdesk, because
it involves security verification of the User’s SSN and mother's maiden name. For

password assistance call the Secure Systems Helpdesk 202-708-0614 x3279.

The hours of operation are: 7am to 5pm EST
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